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INTRODUCTION

In thesepages the BrennanCenterfor dJusticeat NYU Sdool of Law (the
OBennanCenterOyummarizesthe nation@first systemati@nalysisof security
vulnembilitiesin the threemostcommony purchasedelectonic voting systems
To developthe analysis the BrennanCentercorveneda TaskForce of interna-
tionally renownedgovernment, academi¢ and private-sectorscientistsvoting
madiine expets and securityprofessionals

The Task Force examined securitythreas to the technologigsedin Direct
RecordingElectionic voting systemgODREsSO)RESs with a voter verified
auditable papertrail (ODREsw/ VVPTO)and Precinct Count Optical Scan
(OPCOS@ystemsT he analysisassumethat appropriatephysicalsecurityand
accountingoroceduesarein place

FIGURE 1

Type of Voting System

VOTING SYSTEMS

Description of Voting System

Examples of Voting System

Direct A DREmachine directly records the voter ® Microvote Infinity Voting Panel

Recording selections in each contest, using a ballot that Hart InterCivic eSlate

Electronic appears on a display screen. Typical DRE Sequoia AVC Edge

(DRE) machines have flat panel display screenswith Sequoia AVC Advantage
touch-screen input, although other display ES&SiVotr onic
technologies have been used. The defining ES&SiVotr onic LS
characteristic of these machines is that votes Diebold AccuVote-TS
are captured and stored electronically . Diebold AccuVote-TSX

Unilect Patriot

DRE A DREwW/ VVPT captur es a voter @ choice ES&SiVotr onic system

with Voter Verified both internally in electronic form, and with Real Time Audit Log

Paper Trail contemporaneously on paper. A DREw/ VVPT Diebold AccuVote-TSX

(DREwW/ VVPT)

allows the voter to confir m the accuracy of
the paper record to provide voter -verification.

with AccuView printer

Sequoia AVC Edge with VeriVote printer
Hart InterCivic eSlate with VVPAT

Unilect Patriot with VVPAT

Precinct Count
Optical Scan
(PCOS)

PCOSvoting machines allows voters to mark
paper ballots, typically with pencils or pens,
independent of any machine. Voters then carry
their sleeved ballots to a scanner. At the scan
ner, they un-sleeve the ballot and insert into
the scanner, which optically records the vote.

Diebold AccuVote-OS
ES&SModel 100
Sequoia Optech Insight



T he full eport (the OSecurityeRortO)which has been extensly peer eviewed
by the National Institute of Standadsand Technol@y (ONISTO)nay be found
at wwwbrennancenteorg Following the analsisoutlined here, the Brennan
Centerand TaskForce membes recommendcountemeasureshat shouldbe
takento reducethe technologicalulnembility of eat voting systent.

CORE FINDINGS

T hree funédmental points emee fom the the @analysis intie airity Regport:

All three wting systera have sgnificant searity and ie | i aility vunerabilitie s
whicdh pose a eal dingerto the integty of national,stde andlocal eletions

Themosttroublingvulnembilitiesof eachsystentanbe substantiallyeme
diedif propercountemeasuresre implementedat the stee andlocallevel.

Few jurisdictionshave implementedany of the key countemeasureghat
couldmakethe leastdifficult attacksagainstvoting systemsnuch more diffi-
cult to executesuccessfull

VOTING SYSTEM VULNERABILITIES

After a review of more than 120 potentialthreds to voting systemsthe Task
Forcereathedthe following crucialcondusions:

For all thregypesof voting systems:

When the goal is to change the outcome@lose stateide electionattacks
that involve the insetion of softwareattackprogramsor other corrupt soft
ware arethe leastdifficult attacks

Voting machineghat have wirelessomponentsre significantlymore vul-
nerable to awidearray of attacks Currently, only two staes New York and
Minnesota,banwirelessomponent®n all voting madines

For DREswithouvoter verified papertrails:

DREs without voter grified pgper trails do not hae available to them a pa-
erful countemeasureto softwareattads: post-electiorautomdic routine
auditsthat comparepaperrecordsto electonic records

For DREsw/ VVPT and PCOS:

The \oter verified paper recortly itselfs of questionale security valud he
paper recordhassignificantvalueonly if an automdic routineaudit is per-
formed (andwell designeahain of custog and physicalsecurityprocedues
arefollowed). Of the 26 stateshat mandde voter verified paperrecords
only 12 requireregularaudits



Evenif jurisdictionsroutinely conductauditsof voter verifiedpaperrecods
DREsw/ VVPT and PCOS are vulnerable to certainsoftwareattacksor
errors. lrisdictionghat conductauditsof paperrecodsshouldbe aware of
thesepotentialproblems

SECURITY RECOMMENDATIONS

Therearea numberof stepghat jurisdictionscantaketo addressthe vulnera-
bilitiesidentifiedin the SecurityReport and maketheir voting systemsignifi
cantly moe secug We recommend adoption ahe bllowing security measures:

1.

Conductautomaticroutine auditscomparingvoter verified paperrecordsto
the electonic recordfollowing every election.A voter verified paperrecod
accompaniedy a solid automaticroutine audit of thoserecordscango a
longway toward makingthe leastdifficult attacksmuch more difficult.

Perform Oparalletesting(selectiorof voting machinesat randomand test

ing themasrealisticallyaspossibleon ElectionDay.) For papetessDRES in

particulay parallel testing will help jurisdictions detect safevbasedttacks

aswell assubtlesoftwarebugsthat may not be discavered during inspection
and othertesting

Banuseof voting machineswith wirelessomponentsAll threevoting sys
temsare more vulnerable to attackif they have wirelessomponents

Usea transparentand randomselectiorprocesdgor all auditingprocedues
For any auditingto be effective (andto ensurethat the public is confidentin
sud procedues)jurisdictionsmustdevelopandimplementtranspaentand
randomselectiorprocedures

Ensue decertralizd programming and voting system administration.
Wherea singde entity sud asa vendoror stae or nationalconsultant per-
formskey tasksfor multiple jurisdictions attacksagainststatevide elections
becomeeasier

Institute clearand effective proceduesfor addressingevidenceof fraud or
error. Both automaticroutine auditsand parallel testingare of questionale
securityvalue without effective proceduresfor action where evidenceof
madine malfunction and/or faud is discgered.Detection offraud without
an appropriateresponsevill not prevent attacksfrom succeeding

Fortunately, thesestepsare not particulaty complicatedor cumbersomeror the
most part, they do not involve significantchangesin systemarchitecture.
Unfortunatel, fav jurisdictiomsveimplementad of thessecuritgpcommendations



Good threat analysesallow us
to identify and implement
the best security precautions.

VOTING SYSTEM VULNERABILITIES

WHAT IS A THREAT ANALYSIS
AND WHY IS IT NECESSARY?

In the lastseveral years few issue$n the world of voting system$ave garnered
asmuch public attentionasvoting systensecurity T his attentionto voting sys
tem securityhasthe potentialto be a positive force Unfortunatel; too much of
the publicdiscussiosuroundingsecurityhasbeenmarred by claimsand count
er-claimsthat are basedon little more than speculatioror anecdote

In response to this uninfiored discussiomnd with the intention ofssisting elec
tion officialsand the public asthey makedecisionsbout their voting machines
the Task Brce undetook a methodical analysis pbtential theas to wting sys
tems Thethrea analysisprovideselectionofficialsand concened citizenswith
quantifide criteria for measuringhe level of securityoffered by voting systems
and potentialsafetymeasuredt shouldassisjurisdictionsin deciding(a)which
voting systemso cettify or purchase and (b)how to protectthosesystems$rom
securitythreds after they have beenpurchased.T he SecurityReport setsforth
the detailedresultsof that analysiswhich are summarizd here.

SYSTEMATIC THREAT ANALYSES OF VOTING SYSTEMS
ARE LONG OVERDUE.

Most Americans wuld agree that the intgrity of our elections is fundamental to
our democray. We want citizensto have full confidencehat their voteswill be
accumtely recoded. Giventhe currenttenor of debateover voting systensecu
rity, thisisreasonenoughto conductregular systemtc threa analysesf voting
systems

Justasimportantly, sut analysesif utilized in developingvoting systemnstan
dardsand proceduresshouldreducethe risk of attackson voting systemsAs a
nation, we have not always successfullgvoided suchattadks b in fact, various
typesof attackson voting systemsand electionshave a OlongtraditionOin
Americanhistory? The suspicioror discaery of sud attackshasgenerallypro-
vokedmomentaryoutrage followed by periodsof historicalamnesié.

All technol@y, no matter how advanced,is goingto be vulnerble to attack to
somedegree T he historyof attackson voting systemseadiesus how foolishit
would be to assumehat therewill not be attackson voting systemén the future.
But we caneducateourselvesbout the vulnerabilitiesand takethe proper pre-
cautionsto ensue that the easiesattacks with the potentialto affectthe most
votes are madeasdifficult aspossibleGood threa analysesillow usto identify
andimplementthe bestsecurityprecautions



SOLID THREAT ANALYSES SHOULD HELP MAKE SYSTEMS
MORE RELIABLE.

There is an adgitional benefit to this kind adnalysisit should help make our vot
ing systemsnore reliable, reprdlessf whethehg areaerattaked.Computerizd
voting system®like all previousvoting system®have shownthemselesvulner
able to error. Asdetailedin the SecurityReport, voteshave beenmiscountedr
lostasa resultof defectie firmware(codednstructionsin a computersystensO
hardware), faulty machinesoftware, defectve tally sever softwae, election
programmingerrors macdine breakdownsmalfunctioninginput devicesand
pollworker error.

@\n old maxim in the aga of computer security is cldgrapplicable here:Almost
ewerything that a malicious attieer could attempt could also happeydccident;
for every maliciousattader, theremay be thousand®f peoplemakingordinary
carelessrrors@ Solid threatanalyseshouldhelp to exposeand to address/ul-
nerabilities in wting systeméncluding not ony security breachesibalso simple
malfunctions

WHAT METHODOLOGY WAS USED
FOR THE THREAT ANALYSIS?

In developingthe studyof voting systenmsecurityvulnerabilities the Brennan
Centerbroughttogethersomeof the nation@leadingelectionofficials aswell as
a TaskForce of internationally recognied expetsin the fieldsof computersck
ence election polig securityvoting systemsnd stéistics After considering se
eralapproachego measuringhe strengthof electionsecuritythis group unant
mouslyselectech modelthat: (a)identifiedand categorized the potentialthreats
agpinstvoting systems(b) prioritized thesethreas basedupon an agreed-upon
metric (which wuld identify hev OdificultOead threa is to accomplish from the
attacker®point of view),and (c)detemined (utilizingthe samemetricemployed
to prioritize threas) how much more difficult eachof the cataloguedattacks
would becomeaftervarioussetof countemeasuresvereimplemented.

After severalmonthsof work, includinga publicthrea analysisvorkshophosted
by the National Institute of Standardsand Tednology, the TaskForceidentified
and caegorized morethan 120threas to the threevoting systemsT he threats
geneally fell into one or more of nine broad categories:(1)the insetion of cor-

rupt softwae into machinesrior to ElectionDay; (2)wirelessand other remote
attackson voting machineson ElectionDay; (3)attackson tally sewers;(4)mis

calibration of voting madines;(5)shut-of of voting madine feauresintended
to assistoters;(6)denialof serviceattacks;(7)actionsby corrupt poll workersor

others at the polling placeto affect votescast;(8)vote buying shhemes;and (9)
attackson ballotsor voter verified papertrails

The TaskForce deteminedthat the bestsinge metric for detemining the Odif

Almost everything that

a malicious attacker could
attempt could also happen
by accident.



ficultyOof eachof theseattackswasthe numberof informed participantsneces
sal to executethe attacksuccessfyll An Oinbrmed participantOis someone
whoseparticipationis neededo make the attackwork, and who knowsenough
about the attackto foil or exposet.

For eadt attadk, TaskForcememberdooked at how mary informed participants
would be necessarto change the outcomeof areasonhbly closestaewide elec
tion in which all wtes were cast on onetbi three wting systems angled.The
statevide electionwe lookedat wasa fictional gubemnatorial racebetweenTom
Jeffersonand Johnny Adamsin a compositgurisdiction, PennasotaPennasota
was creaed by aggregating the resultsof the 2004 presidentialkelectionin 10
ObattlgroundGstatesasdetemined by Zoghy International pollsin the spring
summeyand fall of 2004.

FIGURE 2
ELECTIONFORGOVERNOR,STATE OF PENNASO@R, 2007

Candidate Party Total Votes Percentage of Votes

Tom Jefferson Dem-Rep 1,769,818 51.1

Johnny Adams Federalists 1,689,650 48.8

To figure out how mary informed participantswould be neededto changethe
outcomeof this election, and make bhnny Adamsthe next Governor of
Pennasotathe expeits brokedown eadt attackinto its necessarparts, assigned
a valuerepresentinghe minimum number of personghey believed would be
necessarto accomplisheat part, and then detemined how mary timesthe
attack would needto berepeatedto rewversethe electionresults

At the contusion ofthis piocesselection officials were intervied to detemine
whether they greed with the assigned steps and valé®n necessgrthe stps
and valueswveremodifiedto reflectfeedbackrom the officials

After the attackswere prioritized by level of difficulty Task Force membes
reviewed how much more difficult eachattackwould becomeif varioussetsof
countemeasuresvere implemented.T he procesdor detemining the difficulty
of overcomingcountemeasuresvasexactlythe sameasthe procesdor deter
mining attack difficultyeach stp necessary tovercome the counteneasure was
identifiedand given a valueequalto the numberof personsiecessarto accom
plishthat step. Electionofficialswere again consultedo confirm that the steps
andvaluesassignedvete reasonéle.

To ensure thigthe results ofour analysis werrobust and not limited to the com
positejurisdictionof Pennasotawe ran our threa analysisagainstthe actual

resllts of the 2004 preddertial election in Florida, New Mexicq and

PennsylvaniaAll of the results and findings discussed in this sumrapplied to
our analyseof thesethreestates



The full work of the TaskForce includingthe choiceof methodolay, analysis  Significantly , the threat analysis
andreport, were extensvely peerreviewed by NIST. suggests that all three voting
systemsare equally vulnerable
to software attacks.

WHAT WERE THE GREATEST RISKS REVEALED
BY THE THREAT ANALYSIS?

Belowis a discussiorof the mosttroubling threas identifiedin the Security
Report.

THE LEAST DIFFICULT ATTACKS USE
SOFTWARE ATTACK PROGRAMS.

T he OleastifficultOattacksagainstall three systemgasmeasuredy the metric
of number of informed participantsnecessaryo chang the outcomeof a
statewideelection)involve the insetion of corrupt softwareor other softwae
attack programsin order to take over a voting machine Significanty, the threat
analysisugyestshat all threevoting systemsire equallyvulnerable to softwae
attacks

The mostbasictype of softwareattackprogram would target voting machines
and switcha ceitain numberof votesfrom onecandidateto another Thisalter-
ation of votescould occurat any time on ElectionDay, aslong asit wascom
pletedbefore poll workersprinted a paperrecordof the votetotal and extracted
the electonicrecod of votesfrom the machines

Inserting a softwar&tadk program into a wting systemof the puipose ofaffect
ing an electior® outcomeis likely to be technicallyand financially challenging
particulaty if the attacker wantsto avoid detection. Howe\er, a substantiahis
torical record ofthis type ofattack ajainst non-eting systems sggsts that it can
be successfylkxecuted.The Security Rport details seeral ways that an a@iadk-
er couldinserta softwareattackprogram without detection.

Firmwar e is softwar e
that is embedded
in the voting machine.

Specifical}, there are several pointsin the developmentand useof voting
madiine software where softwae attack programscould be insertedwithout
detection. Among thesepoints softwareattack programs could be inseted
throughthe OfimwareCQhat is hard-wiredinto voting machinesduring the gen
eration of Ocommeanial of-the-shel®(OCO SO) or @ndor software used on vot
ing machinesthrough softwae patchesand updaesmeantto improve the per-
formanceand capabilitiesof voting machinesduring the credion of configui-
tion filesand electiondefinitionsusedto interpret voter choiceandtotalson vot-
ing madines through netwok comnunicaions betweenvoting madinesand
outsidesources aswell asthrough Oinput/output@levicessud asmemory cards
and printers.

Thereare mary hurdlesan attader would have to overcometo ensue that the
insertionof sud an attackprogram changedenoughvotesto affectthe outcome



of a statavide electionand escapedietection.After carefulanalysisthe Task
Force detemined thd none ofthese hudles is insunountable. The full Security
Report discusseis detailhow an attader could prevail over the following chat
lengesefforts of vendorsto prevent sut an attack from occurring(pp. 32b33);
gaining suficient technicalknowledg about the way a voting madiine and its
software works(pp 36D37)gaining suficientknowledgeaboutthe targetedelec
tion (pp 37D38)creding an attack program that hasthe ability to changg, add,
or subtractvotes(pp 39D40);eluding independenttestingauthority (O1TRO)
inspectiongpp 42b45)awiding detectionduring machinetesting(pp 44b45);
and avoiding detectionthroughrecordskept on eventand auditlogs(pp 45D46).

WIRELESS COMPONENTS CREATE UNNECESSARY RISKS.

Thethreda analysisshavsthat machineswith wirelessomponentsare particu-
larly vulnerable to software attack programsand other attacks The Security

Report concludeghat this dangerappliesto all threevoting systems&xamined.
A OTojan horseQis a type of

softwar e attack program Vendors continueto marufactureand sellmacdineswith wirelesscomponents
that OimpersonatesO

abenign program. Among the many typesof attacksmade possibleby wirelesscomponentsare
attacks that exploit an unplanned vul@bility in the softvare or hadware to gt
a Trojan horseinto the machine For this type of attack,a Trojan horsewould
not have to be insertedn advanceof ElectionDay. Instead an attader avare of
avulnerability in the voting systens@oftwareor firmwarecould simplyshaov up
at the polling staion and beamher Trojan horseinto the machineusinga wire-
lessnabled personaldigital assistant.

Personal digital assistants (OPDAsO

or paimtops) are handheld Thus virtually any memberof the public with someknowledce of softwareand
devices that wer e originally

designed as personal organizers. a pewsonal digital assistant could perfothis dtack.T his is paticulady troubling
PDAs can synchronize data when one consides that mostvoting machinesun on COTS softwareand/or
with a personal computer . operating systemsthe vulnembilitiesof sud softwareand systemsire frequent

ly well knowrP.Against all thee systemattadkers could use wireless components
to subvert all testing Specifical}, an attackprogram could be written to remain
dormant until it receved particular commandsvia a wirelesscomrmunicdion.

T his would allav attadkers to wait until a machine was being used to teeotes

on ElectionDay before turning on the softwareattack.

Attackers could alsousewirelesscomnunicaionsto gain fine-gained control
over an attackprogram alreadyinsertedinto a particular setof machinegj.e,
switch threevotesin the secondraceon the third machine)or obtaininforma-
tion asto how individualshad voted by communicéing with a madine while it
wasbeingused.

Finally, wirelessetwoking presentadditionalsecurityvulnembilitiesfor juris-
dictionsusingDREsw/ VVPT and PCOS A major logisticalproblemfor an
attacker changingboth electronicand paperrecordsis howto getthe newpaper
records printed in time to substitute theon the old record in transitVith wire-



lessnetworking, the DRE or PCOS cantransmitspecifianformation out to the
attacker aboutwhat shouldappearon thoseprintedrecods In short,pemitting
wirelescomponenton DRE w/ VVPT or PCOS machinesnakeshe attadk-

er@job much simplerin practice
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A cryptic knock is an action taken
by a user of the machine that will
trigger (or silence) the attack
behavior. The cryptic knock could
come in many forms, depending
upon the attack program: voting
for a write-in candidate, tapping a
specific spot on the machine®
screen, a communication via
wireless network, etc.



Systemswith voter verified
paper records provide little,
if any, security benefit over

systemswithout such records,

unless ther e are regular
audits and/or recounts of
the paper records.

SYSTEMS WITH PAPER RECORDS ARE STILL SUBJECT TO ATTACK.

Voting systems with some kindwatter verified pper recod (.e, DRE w/VVPT
or PCOS) offer an important securityadvantage againstsoftwareattadk pro-
gramsnot offered by voting systemsvithout voter verified paperrecords(.e,
DREs withouVVPT): jurisdictionscan conductan audit of the voter verified
paper recordand comparethat recom to the electonic votetotals

Unfortunately, most stées that requireater verified paperacords do not requer
automaticauditsof paperrecordsafter eat election.Ouranaysisshasthatsys
temsvithwotererifieghaperecatsproviddittle if ary, securityenefaersystemgthout
suchecals unlestheearerggulaauditand/orecounts thepaperecals

Evenassuminghat suchregularauditsand/or recountsare conductedjurisdic
tionsthat use or are consideringourchasingDREsw/ VVPT or PCOSshould
be aware of threasthat are uniqueto thesesystems

ATTACKS ON DRE W/VVPT

At leastone study hassuggestedthat an extremelylow percentage of voterswho
useDREsw/ VVPT review the paper trail.®

If thosefindingsare correct,an attadker couldsutvert arecountor audit by cre-
ating an dtack poogram théa directs the maune to recod the wrong wte onboth
the electronicand paperrecordslf both recordsare similady inaccuite, ched-
ing oneagainstthe otherin an audit or recountwill not exposean attack.

In practice thisishow it would work in the Governor®racein Pennasota:

Whenatargetedvoter chooseJom Efferson the sceenwouldindicatethat
shehasvotedfor Tom Jefferson.

After shehascompletedvoting in all other racesthe DRE would print a
paper recordthat listsher choicesfor every race exceptfor governor. Under

the governor@race it would statethat shehasselectedbhnry Adams

Whenthe DRE sceenaskghe voterto confirm that the paperhasrecorded
her vote correctl, oneof two thingswould happen:

the voter would fail to notice that the paper has misrecordectieeand
accet the paperrecording;or

the voterwould rejectthe paperrecordand opt to vote again.

If the voter rejectsthe paperrecord,the secondime around it would shav
that she votedor Tom &fferson.T his might lead her to belie she had acci



dentallypressedhe wrong candidatethe firsttime. In any event, it would
renderher lesdikely to tell anyonethat the machinemadea mistale.

We canimaginethe attack visuallythisway:

FIGURE 4
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Thisattackwould not requireany additional participantsin the conspirag. Nor,
asdemonstated in the SecurityReport, is it entirely clearthat enoughvoters
would noticethe misrecordedvotesto preventthe attadk from working

The SecurityReport detailscountemeasureshat shouldallow jurisdictionsto
catd this attackSpecifical), even if only a small percenge of voters notice tha
a machinehasmisrecordedtheir vote thereshouldbe an unusualy large num-
ber of Ocancellationsh the papertrail. A jurisdictionthat recordedand then
reviewed the number of cancellationgluring a 2% audit would find enough
evidenceof problemsto identify a problem and understandhat further investi
gation waswarranted.

Of course encougging voters to review the paper recoids could alsosubstan
tially reducetherisk of a successfuttackon the papertrail.

ATTACKS ON PCOS

One of the benefitsof PCOS machinesover Central Count Optical Scannes
(which are very often usedin tallying absenteeballots)is that they have an
Ower/undervote protection® T he over/undervote protectionon PCOS scan

Encouraging voters to review
the paper records could also
substantially reduce the risk of a
successfulattack on the paper
trail.



nersworksasfollows:whena voterfills out his ballot, but accidentallyfills in two
candidatedor the samerace(overvotes)or accidentallyskipsa race(undewotes),
the scannemwould refuseto recordthe vote and sendit bad to the voter for
examination.T he \oter then has the opportunity teview the ballot and coect
it before resubmitting

Central Count Optical Scannes have beenshownto losefar more votesthan
PCOS In precincts with ger 30% African Americanaters for example the lost
or OesidualQ@ote rate for Central Count Optical Scanrehas been st to be
ashigh as4.1% ascompaed with 0.9% for PCOS’

Thelackof over/undervote protectionon Central Count Optical Scannes may
bethe reasorfor thisdifference

Our attadker in Pennasotavould probably notbe able to swing the gubernatori
al race fom &fferson to Adams merelylinserting an attdcprogram that would
turn off the over/undervote protectionon PCOSscannes Evenif we assume
that the resultof turning off the protectionwere a lossof 4% of the voteson
ewery scannerandthat all of thosevoteswould have goneto Tom Jfferson this
would result in the loss ainly about 20,000ates T his would still leae &fferson
(whowon by about80,000votes)with a comfotable (thoughslimmer)margin of
victory.

Neverthelessthis attackcould causehe lossof thousand®f votes Thereareat
leastthree possiblevaysto cach this attack:

Paralleltesting(assuminghat the attack program hasnot alsofiguredout a
way to shutoff whenit isbeingtested);

Periodic teging of the ower/undexote protection on Election Day;

Counting over/undervotes during an audit dhe \oter \erified pger recod
to detemine whetherthereis a dispoportionatenumberof sud lostvotes



SECURITY RECOMMENDATIONS

Thereis a substantialikelihoodthat the electionproceduesand countemea
sutescurrentlyin placein the vastmajority of statesvould not detecta cleverly
designedsoftwareattackprogram. T he regimensfor paralleltestingand auto-
matic routine audits proposedin the SecurityReport are important tools for
defendingvoting systemd$rom mary typesof attack, including software attack
programs

Most jurisdictionshave not implementedthesesecuritymeasuresOf the 26
stateghat require a voter verified paperrecord,only 12 stategequireautomatic
auditsof thoserecordsafter every election, and only two of thesestatesb
California and Washingtonbconductparalleltesting’

Moreover, even thosestateghat have implementedhesecountemeasurefiave
not developedthe bestpracticesand protocolsthat are necessarto ensue their
effectvenessn preventingor revealingattacksor failuresin the voting systems

RECOMMENDATION #1:
CONDUCT AUTOMATIC ROUTINE AUDIT
OF PAPER RECORDS.

Adw cdesfor voter verified paper re codshave been extremey succesul in
stde legislatuesacrossthe county. Currentl, 26 siatesre quietheir voting sys
temsto producea voter verified record,but 14 of thes statesdo not requie
automéc routine audts® The Taskforce hasconcluled that an independent
voter verified paper trail without an automaitc routine audit is of questionide
security value®

By contrasta voter verified paperrecordaccompaniedy a solidautomdic rou-
tine audit can go a longay tovard making the least difficult attacksich moe
difficult. Specifical), the measuresecommendedbelowshouldforce an attadker
to involve hundredsof moreinformed participantsin her attack.

A smallpercentaye of all voting madinesand their voter verified paper
recordsshouldbe audited.

Machines to be audited should be selected iarglom and transpant way
The assignmenof auditors to voting madinesshouldoccurimmediatey
before the audits The auditsshouldtake placeby 9 a.m.,the day afterpolls

close

The audit shouldincludea tally of spoiledballots(in the caseof VVPT
cancellationspvervotes and undewotes

There is a substantial likelihood
that the election procedures
and countermeasures currently
in place in the vast majority

of states would not detect a
cleverly designed softwar e
attack program.



A statisticabxaminationof anomaliessuchashigherthan expectedcancel
lationsor undewnotesand overnvotes shouldbe conducted.

Solid practiceswith respectto chain of custog and physicalsecurityof
paper recordsprior to the automaticroutine audit shouldbe followed.

RECOMMENDATION #2:
CONDUCT PARALLEL TESTING.

It is not possibléo conductan audit of paperrecordsof DREswithout VVPT,
becauseao voterverified paperrecordexistson suchmadines Thismeanghat
jurisdictionsthat useDREs without VVPT do not have access$o an important
and powerful countemeasue.

Typically, a ballot-marking device For papetessDRE voting madines parallel testingis probably the bestway to
's an accessible computer -based detectmostsoftware-baseditacks aswell assubtlesoftware bugsthat may not
voting system that produces a R . . . K
marked ballot. The ballot is bediscorered during inspectiorand othertesting For DREsw/ VVPT andbal
marked asthe result of voter lot-maiking devicesparalleltestingprovidesthe opportunity to discaver a specif

g p gp PP Yy p
interaction with visual or audio ic kind of attack (for instance printing the wrong choiceon the voter verified
prompts. Some jurisdictions use er recod) that may not be detectest bimply eviewing the paper record after
ballot-marking devices instead of Pap o y ply . 9 pap
accessible DREs. the electionis over. Howeer, even underthe bestof circumstancegaralleltest

ing is an imperfect security measihe testing craas an Oans-race®@etween
the testes and the attacker, but the raceis onein whichthe testercannever be
ceitain that they have prevailed.

We have condudedthat the following stepswill leadto more effective parallel
testing:

T he precisetedniquesusedfor parallel testing(eg, exactly how and when
the machine is astéted, how actvation codes/smart cardsftcare poduced
to allow voting, etg shouldnot be fully detemined or revealeduntil right
beforethe election.Detailsof how parallel testingis done shouldchang
from electionto election.

At leasttwo of eachtypeof DRE (meaningboth vendorand model)should
be selectedor paralleltesting

At leasttwo DREsfrom eachof the threelargestcountiesshouldbe parallel
tested.

Localitiesshouldbe notified aslate as possiblethat machinesfrom their
precinctswill be selectedor paralleltesting

Wirelesschannelsfor voting madinesshouldbe closedoff, to ensurethey
cannotreceive commands



Voting madinesshouldnever be connectedo one anotherduring voting Machines with wireless
SomeDREs and DREs w/VVPT may be designedso that they cannot  components are particularly
functionunlesghey are connectedo one another Electionofficialsshould  vulnerable to attack.
discusshis questionwith voting systenvendos

Voting madines should be completely isolated during the eleciwhprint
out or otherwisedisplaytheir totalsbefoe beingconnectedo any central
sewer to sendin itstallies

Parallel testing scripts should include detaugh as how quickly or slowly to
vote whento makeOerors,Gand perhgpsevenwhento casteat vote

Paralleltestingshouldbe videotapedo ensurethat a contradictionbetween
paper and electronic reads when parallel testing is complete is not the resu
of testererror.

While a few localjurisdictionshave takenit uponthemselesto conductlimited
paralleltesting we are aware of only three states California, Maryland and
Washington that have regulatty performed parallel testingon a staewidebasis
It is worth noting that two of thesestatesCalifornia and Washington.employ
automdic routine auditandparallel testing as statewide counteasuresgainst
potentialattad.

RECOMMENDATION #3:
BAN WIRELESS COMPONENTS
ON ALL VOTING MACHINES.

Our analysisshowsthat machineswith wirelesscomponentsare particulaty
vulnerable to attack. We concludethat this vulnerability appliesto all three
voting systemsOnly two staes New York and Minnesota,banwirelescompo
nentson all madines® California alsobanswirelesscomponentsbut only for
DRE madines Wirelesscomponentsshouldnot be pemitted on any voting
madine

RECOMMENDATION #4:
MANDATE TRANSPARENT AND RANDOM
SELECTION PROCEDURES.

The developmentof transparentlyrandomselectiorproceduesfor all auditing
proceduesis key to audit effectvenessT hisincludesthe selectiorof machines
to be paralleltestedor audited,aswell asthe assignmenof auditorsthemseles
The use ofa transparent and random selectioogess allows the public to kno
that the auditingmethodwasfair and substantiallyikely to catd fraud or mis-
takesin the votetotals In our intervievswith electionofficialswe found that, all
too often, the procesdor pickingmadinesand auditorswasneithertranspaent
nor random.



Where a single entity , such as
a vendor or state or national
consultant, runs elections or
performs key tasks for multiple
jurisdictions, attacks against
statewide elections become
easier.

In atransparentandomselectiorprocess:
The wholeprocesss publicly obsewvable or videotaped.

The randomselectionis be publicly verifiable, i.e, anyone observings able
to verify that the samplewaschoserrandomyy (or at leastthat the number
selecteds not underthe control of any smallnumberof people).

The processs simpleand practicalwithin the contextof currentelection
practicesoasto avoid imposingunnecessarigurdenon electionofficials

RECOMMENDATION #5:
ENSURE DECENTRALIZED PROGRAMMING
AND VOTING SYSTEM ADMINISTRATION.

Where a singleentity sud asa vendor or stateor national consultant,runs
electionoor performskey taskgsud asproducingballot definitionfiles)for mul-
tiple jurisdictions attacksagainststaewide electiondecomeeasierUnnecessar
centralizedcontrol providesmany opportunitieso implementattacksat multiple
locations

RECOMMENDATION #6:
IMPLEMENT EFFECTIVE PROCEDURES
FOR ADDRESSING EVIDENCE OF FRAUD OR ERROR.

Both automédic routine auditsand parallel testingare of questionale security
value without effective proceduredor actionwhere evidenceof machinemal

functionand or fraudis uncovered.Detectionof fraud without an appropriate
response will not prent atacks fom succeedingn the Brennan CentegCexten
sive review of stde electionlawsand practicesandin its interviewswith election
officialsfor the threa analysiswe did not find any jurisdictionwith publidy

detailed,adequéae, and practicalproceduesfor dealingwith evidenceof fraud
or error discovered during an audit, recount,or parallel testing

The following are examplesof proceduesthat would allow jurisdictionsto
respondeffectiely to detectionof bugsor softwae attackprogramsin parallel
testing:

Impound and conducta transpaent forensicexaminationof all machines
shaving unexplaineddisceepanciesduring paralleltesting

Whereevidenceof a softwarebug or attack program is subsequentljound
(or no credibleexplanationfor the discepancyis discaered),conducta
forensicexaminationof all DREsusedin the stateduring the election®?



Identify the macdinesthat shav evidenceof tamperingor a softwareflaw
that could have affectedthe electonic tally of votes

Review the reported margin of victory in eachpotentially affectedrace
Baseduponthe (a)margin of victory, (b)numberof machinesaffected,and
(c)nature and scopeof the tamperingor flaw, determine whetherthereis a
substantialikelihoodthat the tamperingor flaw changedthe outcomeof a
particularrace

Wherethereis a substantialikelihoodthat tamperingchangedthe outcome
of aparticularrace hold a new electionfor the office

Thefollowingisanillustrative setof procedureshat wouldallow jurisdictionsto
respondeffectively to disciepanciedetweerpaperand electronicrecordsduring
an automaticroutineaudit:

Conducta transparentinvestigtion of all machinesvherethe paperand
electonic recordsdo not matd to detemine whetherthereis any evidence
that tamperingwith the paperrecordshasoccurred.

To the extentthat thereis no recordthat the paper recordshave beentam-
pered with, certifythe paperrecods

If thereisevidencehat the paperrecordshave beentamperedwith, give a
presumptionof authorityto the electronicrecords

After givinga presumptionof authorityto the electonic records conducta
forensic ivestigtion on all mabines whee the pg@er and electynic records
do not matd, to detemine whetherthere hasbeenany tamperingwith the
electonicrecords

If tamperingwith the electronicrecods can be ruled out, cettify the elec
tronicrecords”

Wherethereis evidencethat both setsof recordshave beentampeed with,
conducta full recountto detemine whetherand to what extentpaperand

electonicrecordscannotbereconciled.

At the conclusionof the full recount, detemine the total number of
madiinesthat report different electronicand paperrecords

After quantifyingthe numberof machineghat have beentampeed with,
detemine the margin of victory in ead potentiallyaffectedrace

Basedupon (a)the margin of victory, (b)the numberof madinesaffected,



and (c)the natureand scopeof the tampering detemine whetherthereisa
substantialikelihoodthat tamperingchangedthe outcomeof a patticular
race

In the event that a detamination is made that there is a substantial likelihood
that tamperingchangd the outcomeof a particularrace hold a newelec
tion for the office



CONCLUSION

The TaskForce hasfound that the three voting systemsnostcommonlypur-

chasedodayarevulnemble to attacksand errorsthat couldchange the outcome
of staewide electionsT hisfinding shouldsurmpriseno one A review of the his-

tory of both electionfraud and voting systemditerature in the United Staes
showsthat voting systemsiave always beenvulnerble to attack.Indeed, it is
impossile to imaginea voting systenthat could be imperviousto attad.

But thereare straightibrward countemeasureshat that will substantiallyeduce
the mostserioussecurityriskspresentedy the threesystems

The TaskForce€recommendtonspoint the way for jurisdictionswith the polit-
ical will to protecttheir voting systemérom attack. None of the measure&en
tified here B auditingoter \erified paper recals banning wieless components
usingtranspareneand randomselectiorprocesse®r auditing adoptingeffective
policiesfor addressingevidenceof fraud or error in votetotals conductingpar-
alleltestingbare particulaty difficult or expensie to implement!* The Brennan
Centerurgeselectionofficialsand policy makers to adopt the recommended
securitymeasureassoonaspossible



ENDNOTES

1 NIST hasinformedthe BrennanCenterthat the developmentof policy recommendtons
for voting systems is not within thgemc/® mission or institutional authotitpccordingly, the pot
icy recommendations the report shouldnot be attributedto TaskForce memberswvho work for
NIST.

2 TracyCampbell,DELIVER THE VOTE, at xvi (2005)pointingto, amongotherthings a his-
tory of vote buying ballot stufing, andtransposingf results).

31d.

4 DougasW. Jones Threatto VotingSystemNIST Threa AnalysisWorkshopPresentation
(Oct. 7, 2005),availdleat http://v otenist.gv/threats/papers/threds_to_wting_systems.pdfiast
visitedMay 25, 2006).

5 Segeg, Brian Krebs WindavsSecurifylawis OSee,@/ashingtorPost,Dec 30,2005,at D1
(publicizinga previousy unknown flaw in MicrosoftWindows).

6 Ted Selkerand Shaon Cohen, AnActveApproacto Votingverificaon,CalTech/MIT Voting
Technolay Project, Working Paper #28 (May 2005),awildde at http://v otecaltech.edu/media/
documents/wps/vtp_wp28.pdflastvisitedMay 25, 2006).

7 LawrenceNorden etal, \VotingSystetdsabilityin THE MACHINERY oF DemMocRracy (forth-
comingduly 2006)(originalreseath by Prof. David Kimball).

8 Maryland,which does not hae a voter grified paper record requment,also conducts par
allel testingstatavide The 12 stateghat mustconductautomaic auditsof voter verified paper
recodsare:AK, CA, CO, CT, HI, IL, MN, NM, NC, NY, WA, and WV.

9 The 26 states arAK, CA, CO, CT, HI, ID, IL, ME, MI, MN, MO, MT, NC, NH, NJ NM,
NV, NY, OH, OR, SD, UT, VT, WA, WI, and WV.

10 Laws providing for inexpensie candidate-initiatedecountsmight alsoadd securityfor
voter \erified paper The Task Brce did not examine such recounts as a potential cauegsue.

111wo other statesWestVirginia and Maine, ban networking of madineswithoutbanning
wirelessomponentshemseles Banningthe usef wirelessomponentgesen whenthat involves
disaling them) rather than requiringemal of these componentstill leares wting systems unnec
essarif insecue. Among other reasona softvare attack ppgram could be designed te-actvae
anydisaling of the wirelessomponent.

12 SedRECOMMENDATIONS OF THE BRENNAN CENTER FOR JUSTICE AND THE LEADERSHIP
CONFERENCE ON CIVIL RIGHTS FOR IMPROVING RELIABILITY OF DIRECT RECORDING ELECTRONIC
VOTING SvsTEMs (2004), awildde at http://www .brennancenteorg/programs/downloads/wt-
ing_systems_finatecommendtions.pdf (lastvisitedMay 25, 2006)(recommendinghat jurisdic
tionshire independentsecurityexpeits and creae independentsecurityoversightpanelsto imple-
mentand overseesecuritymeasures)lndependentsecurityexpertsand oversightpanelmembes
shouldbe presentduring any forensidnvestigtion, to increasets transpaency.

13 Whena statedeteminesthat electonic recodsshouldbe given a presumptiorof author
ity, the reverse pocess should belfowed:first investigite the electnic recods for tamperingthen
(if necessangxaminethe paperrecords

14 Evenroutine paralleltestingand auditsof voter verifiedpaper recodsbperhapghe most
costly and time-consumingcountemeasureseviewed in the joint threat analysisb have been
shownto be quite inexpensve JcelynWhitney, Developerand Project Manager for parallel
testingactivitiesin the Stae of California, providedthe BrennanCenterwith datashowingthat
the total costof paralleltestingin California wasapproximately 12 centpervotecaston DREs



E-mail from JcelynWhitney to LawrenceNorden,Associaté€€ounsel BrennanCenterfor dustice
(February 25, 2006)(onfile with the BrennanCenter). Harvard L. Lomax, Registrarof Votersfor

Clark County Nevada, estimaes that a team of auditors can review 60 voteson a voter
verified papertrail in four hours. Assuminghat auditorsare paid $12 per hour and that eah

teamhastwo auditors the costof suchauditsshouldbelittle morethan 3 centpenoteif 2% of all

votesareaudited. Telephondnterviewby Eric L. Lazarusand lawrenceNordenwith Harvard L.

Lomax (March 23, 2006). Eachof thesecostsrepresentsa tiny fraction of what jurisdictions
alreaq spend annually on electioriBhe Brennan Centes@tudy ofoting system costs siethat,
for instance mostjurisdictionsspendfar more than this on printing ballots(asmuch as$0.92per
ballot),programmingmachinegfrequentlymore than $0.30per vote per election) or storingand

transportingvoting systems LawrenceNorden, \otingSyster@ost,in THE MACHINERY OF

Democracy (forthcomingluly 2006).
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